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1. P2PE Solution Information and Solution Provider Contact Details

1.1 P2PE Solution Information

Solution name: Secured P2PE

Solution reference number per PCISSC 2018-01201.001
website:

1.2 Solution Provider Contact Information

Companyname: Elavon Financial Services DAC

Companyaddress: IDA Business Park, Ballynattin, Arklow, Co. Wicklow, Ireland
CompanyURL: www.elavon.ie

Contactname: Patrick Doyle

Contactphone number: +353(0) 402 25747

Contacte-mail address: Patrick.Doyle @elavon.com

P2PE and PCI DSS

Merchants using this P2PE Solution may be required to validate PCI DSS compliance and should be
aware of their applicable PCI DSS requirements. Merchants should contact their acquirer or payment

brands to determine their PCI DSS validation requirements.

2. Approved POI Devices, Applications/Software, and the Merchant Inventory

2.1 POI Device Details

The following information lists the details of the PCl-approved POI devices approved for use in this P2PE
solution.

Note all POI device information can be verified by \isiting:
https:/Mww.pcisecuritystandards.org/approved _companies_providers/approved_pin_transaction_security.php

POI device vendor: Ingenico

POI device model name and number: | ICT 250

Hardware version #(s): ICT2XX-11TXXXXX

Firmware version #(s): SRED (Non CTLS): 820528V02.x,820073V01.xx
PCI PTS Approval #(s): 4-20196

POI device vendor: Ingenico

POI device model name and number: | iPP350

Hardware version #(s): IPP3xX-11TXXXXX
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Firmware version #(s):

SRED (CTLS): 820365V02.xx,830305V02.xx,820528V02.xx

PCI PTS Approval #(s): 4-20184
POI device vendor: Ingenico
POI device model name and number: | IWL250

Hardware version #(s):

ITWL2xX-01TXXXXX

Firmware version #(s):

SRED (Non CTLS): 820073V01.xx,820528V02.xx

PCI PTS Approval #(s):

4-20181

2.2 POI Software/application Details

The following information lists the details of all software/applications (both P2PE applications and P2PE
non-payment software) on POI devices used in this P2PE solution.

Note that all applications with access to clear-text account data must be reviewed according to Domain 2
and are included in the P2PE solutionlisting. These applications may also be optionally included in the
PCI P2PE list of Validated P2PE Applications list at vendor or solution provider discretion.

© 2021 Elavon Financial Services DAC

POI device Does application
model Is have access to
Application POI name(s) application clear-text
vendor,name device and POI Device Hardware & PCI listed? account data
and version # vendor number: Firmware Version # (Y/N) (YIN)
Elavon — Secured ICT2xx-11TXXXXX
P2PE Ingenico ICT 250 SRED (Non CTLS) Y Y
ENE.50.5X 820305V02.xx
820073V01.xx
Elavon — Secured IPP3xX-11TXXXXX
ENE.50.5X 830305V02.xx
820073V01.xx
820528V02.xx
Elavon — Secured IWL 2xX-0 L TXXXXX
ENE.50.5X
820305v01.xx
820073V01.xx
820528V02.xx
iCT2xX-11 TXXXXX
SRED (Non CTLS):
820305V02.xx
820073V01xx
. ICT250 IPP3xx-11Txxxxx:SRED (CTLS):
Ingenico ingenico 820305V02.xx N N
IWL250 XX
IWL2XX-01 TXXXXX
SRED (Non CTLS):
820073V01.xx 820528V02.xx
820305V01xx
P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 4




Ingenico

EFT EN2.17.13

Ingenico

ICT250

IPP350
IWL250

iCT2xX-11 TXXXXX

SRED (Non CTLS):
820528V02.xx
820073V01xx

IPP3XX-11TXXXXX:

SRED (CTLS):
820365V02.xx
820305V02.xx
820528V02.xx

IWL 2XX-0 1 TXXXXX

SRED (Non CTLS):
820073V01.xx 820528V02.xx
820305V01xx

Ingenico

DCC EN3.14.09

Ingenico

ICT250/
IPP350
IWL250

iCT2xX-11 TXXXXX

SRED (Non CTLS):
820528V02.xx
820073V01xx

IPP3XX-1 1 TXXXXX:

SRED (CTLS):
820365V02.xx
820305V02.xx
820528V02.xx

IWL 2XX-0 1 TXXXXX
SRED (Non CTLS):

820073V01.xx 820528V02.xx
820305V01xx820528V02xx

P2PE Instruction Manual for PCI P2PE v2.0
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ICT2XX-1 1 TXXXXX

SRED (Non CTLS):
820528V02.xx
820073V01xx

Ingenico ICT250 IPP3xX-11TXXXXX:

Tax Free Ingenico IPP350 SRED (CTLS): N N
EN4.12.07 820365V02.xx
WL250 820305V02.xx
820528V02.xx

IWL 2XX-0 1 TXXXXX
SRED (Non CTLS):

820073V01.xx 820528V02.xx
820305V01xx820528V02xx

1CT2xX-11 TXXXXX

SRED (Non CTLS):
820528V02.xx
820073V01xx

IPP3XX-11TXXXXX:

Ingenico ICT250
_ SRED (CTLS):
EN5.12.03 |ngen|CO 820365V02.xx N N

IPP350
820305V02.xx
IWL250 820528V02.xx

IWL2XX-01 TXXXXX

SRED (Non CTLS):
820073V01.xx 820528V02.xx
820305V01xx

iCT2xX-11 TXXXXX

SRED (Non CTLS):
820528V02.xx
820073V01xx

f ICT250 IPP3XX-1 1 TXXXXX:
Ingenico

Ingenico : N N
PP350 SRED (CTLS):

EN6.16.13 820365V02.xx

IWL250 820305V02.xx

820528V02.xx

IWL 2XX-0 1 TXXXXX
SRED (Non CTLS):

820073V01.xx 820528V02.xx
820305V01xx

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 6
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Ingenico

MTU EN7.14.03

Ingenico

ICT250
IPP350
IWL250

ICT2XX-1 1 TXXXXX

SRED (Non CTLS):
820528V02.xx
820073V01xx

IPP3XX-1 1 TXXXXX:

SRED (CTLS):
820365V02.xx
820305V02.xx
820528V02.xx

IWL 2XX-0 1 TXXXXX
SRED (Non CTLS):

820073V01.xx 820528V02.xx
820305V01xx

Ingenico

EN8.10.05

Ingenico

ICT250

IPP350
IWL250

1CT2xX-11 TXXXXX

SRED (Non CTLS):
820528V02.xx
820073V01xx

IPP3XX-11TXXXXX:

SRED (CTLS):
820365V02.xx
820305V02.xx
820528V02.xx

IWL2XX-01 TXXXXX

SRED (Non CTLS):
820073V01.xx 820528V02.xx
820305V01xx

Ingenico

EN9.15.03

Ingenico

ICT250
IPP350
IWL250

iCT2xX-11 TXXXXX

SRED (Non CTLS):
820528V02.xx
820073V01xx

IPP3XX-1 1 TXXXXX:

SRED (CTLS):
820365V02.xx
820305V02.xx
820528V02.xx

IWL 2XX-0 1 TXXXXX
SRED (Non CTLS):

820073V01.xx 820528V02.xx
820305V01xx

P2PE Instruction Manual for PCI P2PE v2.0
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ICT2XX-1 1 TXXXXX

SRED (Non CTLS):

820528V02.xx
820073V01xx

IPP3XX-1 1 TXXXXX:

) ICT250
Ingenico SRED (CTLS):

Ingenico
820365V02.xx
ENA.13. IPP350
S 820305V02.xx
WL250 820528V02.xx

IWL2XX-01 TXXXXX
SRED (Non CTLS):

820073V01.xx 820528V02.xx
820305V01xx

iCT2xX-11 TXXXXX

SRED (Non CTLS):

820528V02.xx
820073V01xx

IPP3XX-11TXXXXX:

. ICT250
Ingenico SRED (CTLS):

Ingenico

820365V02.Xx
10, IPP350
Sl 820305V02.xx
WL250 820528V02.xx

IWL2XX-01 TXXXXX
SRED (Non CTLS):

820073V01.xx 820528V02.xx
820305V01xx

1CT2XX-1 1 TXXXXX

SRED (Non CTLS):

820528V02.xx

ICT250 820073V01xx

Global Blue IPP3xX-11TXXXXX: N N
ENG.05.04 IPP350

Global Blue

SRED (CTLS):
WL250 820365V02.xx
820305V02.xx
820528V02.xx

IWL 2XX-01 TXXXXX
SRED (Non CTLS):
820073V01.xx 820528V02.xx

820305V01xx

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 8
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ICT2XX-1 1 TXXXXX

SRED (Non CTLS):
820528V02.xx
820073V01xx

IPP3XX-1 1 TXXXXX:

. ICT250
Ingenico SRED (CTLS):

Ingenico 820365V02.xx N N
EV1.09.01 IPP350 :

09.0 820305V02.xx
WL250 820528V02.xx

IWL 2XX-0 1 TXXXXX
SRED (Non CTLS):

820073V01.xx 820528V02.xx
820305V01xx

1CT2xX-11 TXXXXX

SRED (Non CTLS):

820528V02.xx
820073V01xx

IPP3XX-11TXXXXX:

. ICT250
Ingenico SRED (CTLS):

Ingenico 820365V02.xx N N
IPP350 :

EV2.14.04 820305V02.xx

IWL250 820528V02.xx

IWL2XX-01 TXXXXX
SRED (Non CTLS):

820073V01.xx 820528V02.xx
820305V01xx

iCT2xX-11 TXXXXX

SRED (Non CTLS):

820528V02.xx
820073V01xx

IPP3XX-1 1 TXXXXX:
. ICT250
MgEeD e SRED (CTLS): N )
ngenico

820305V02.xx

IWL250 820528V02.xx

IWL2XX-01 TXXXXX

SRED (Non CTLS):
820073V01.xx 820528V02.xx
820305V01xx

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 9
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2.3 POl Inventory & Monitoring

All POI devices must be documented via inventory control and monitoring procedures, including
device status (deployed, awaiting deployment, undergoing repair or otherwise not in use, or in
transit).

* This inventory must be performed annually, at a minimum.

= Anyvariances in inventory, including missing or substituted POI devices, must be reported to
Elavon via the contact information detailed in the section below

= Sample inventory table below is for illustrative purposes only. The actual inventory should be
captured and maintained by the merchant in an external document.

Itis a keyrequirement foryou to maintainaninventory of all applicable Point of Interaction (POI) devices in order to
be compliant with PClI P2PE requirements. Inve ntory management must track the necessary details of the POI device
(detailed below) as wellas the up to date status ofall devices, inscope for P2PE.

Designated P2PE Role

We recommend that you designate a job role or person responsible for maintaining the POl device inventory and
inspection at each applicable site, where the P2PE solution devices are deployed. Thisperson(s) will also be contacted
by Elavon with anyimportant updatesaround their P2PE solution, including any updatesto the P2PE Instruction Manual
(PIM) and anychanges toyour P2PE solution due to changes of P2PE requirements.

POI Inventory

You must define suitable POl inventory controlsand monitoring procedures that fit with your business for tra cking the
status of all P2PE devi ces.
The follow items must be considered;

e Ensuretheinventoryis updated when changes are made, by latest, by the end of the next working day

o Create a listof personnel authorised to access the POl devices and maintainthe inventoryand ensure thisis
updated,atleast once perannum.

e When an authorised person’s employment status has changed (such as moving job roles or leaving the
company) you must ensure that the list is updated immediately as well as ensuring that any keys etc. the
person may have should be returned

e Limitaccesstotheinventory & POI devices to authorised personnel only

e Conducta full audit of the inventory every year

e Appendix A contains a Sample Inventory Table showing the fields that are required for inventory
management. The fields in the Sample Inventory Table in Appendix A show the information that is required
to be maintained for inventory management. The POl inve ntory must be captured and maintained in a
separate document (with access granted only to authorised users). If you choseto create your own document
you mustindude all fields in the Sample Inventory table

o Inthe Device Statuscolumn please use one of the below labelsto record the up to datestatus ofthe
device.

= “Awaitingdeployment”

= “live”

=  “Returnedto Elavon” Or “Not In Use”

*  “Intransit(recordlocationas planned destination)”*
=  “Decommissioned”

=  “Anomalydetected”

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 10
© 2021 Elavon Financial Services DAC
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»=  “SecuredStorage” —Awaiting deployment from Merchant’s/3™ Party Service Provider

= Secure Storage Facility/Container
=  “Faulty—NotinUse” — Awaiting return from Merchant’s/ 3" Party Service Provider Secure
Storage Facility/Container

You will be able to identify the POI device by detailson the device itselfon. The model numberis located nearthe
screenofthe POl device and the serial numberis located on a silver sticker onthe underside ofthe devices

Ingenico

Serial Number is on the underside of the POI device and labelled ‘Serial No.”

If you have a POl device with a separate PIN Pad (ICT250 with IPP350) both the POI device (ICT250) & separate PIN Pad
(IPP350) will needto be logged onthe Inventory, separately. Youmust ensure that yourinventoryis updated to track
any change in status for any POl device as they occur, this includes, but is not limited to, new installations, removal
from sites, hardware replacements and devicesthatare nolongerin use.

*Please refer to Section 4 with regards to transportation of devices

Annual POl Inspection

Full POI device inventories must be completed, at least once per annum. During this process you must investigate all
the POI devices checkingforanyevidence of unauthorised variances to yourinventoryreport, anysigns of tampering
orunauthorised POl devices.

If you do detect anytampering or an unauthorised POl device please report this to Elavon on the below details:

¢ |RL(indudingNorthern Ireland) —1850202120 (option1)
e UK-0345 850 0195 (option 1)
e POL-2230603 16 (option1)

Storage

Any POl devices thatare notinuse must be stored ina secured area or a secured container with restricted access, with
access onlyallowed toauthorised users. You must create and maintain a logto track who has access to the POI devices.
Please also note that these devices must be recorded in the Inventory table as describe in the POI Inventory section
above.

Securedareas must be monitored atall times, please refer to the ‘PCl Best Practise Guide’ for more info rmation as per
Section 3.2

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 11
© 2021 Elavon Financial Services DAC
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Check POI Device Software Versions

Once your POl device(s)hasbeenset up please check the software versions ofthe POI device to ensure they match
thosethatare detailedinthis document.

To check the software version please followthe steps below:

Pressthe Function or Menu button on the POl device

¢ Usethearrowkeys to highlight ‘Tests’ and pressEnter
e Select ‘Printer’ and press Enter

e Select ‘Receipts’ and pressEnter

o Select‘Short’ andpressEnter

This will print off a list of the software components, please check these against those listed in Section 2.2 of this
document.

Do not use any device until you have verified the software version. If you notice any variances in this software please
report this to Elavonimmediately

e |RL(indudingNorthern Ireland) — 1850202120 (option1)
e UK-0345 850 0195 (option 1)
e POL-2230603 16 (option1)

Sample Inventory Table

We have provided you a Sample Inventory Table (Appendix A) which covers the minimum re quirement that you could
use for monitoring purposes, if you do not chose to create your own monitoring table. To help with completing the
table we have provided examples of what informationis required:

e Device Vendor — This willbe Elavon, unlessyou have P2PE devices provided by another P2PE vendor
¢ Device Model name and Number —you can find the details ofthe device via the following items
o Onthe deviceitself, normally just above the screen onthe device
o Onthe email received fromour Fulfilment house (see section 4.2)
o Youcan alsocompare the devices against the POl device images in section 3.1 below
e Device Location — this will be where you have placed the devicesinyour location. If the devices have notyet
beendeployedyoushouldstillindude the location of where the device is stored
o Device Status —this must be the current status ofthe device using the below headings

* Awaitingdeployment—device has notyet beeninstalled

= live —devicedeployedin locationandisinuse

* Returnedto Elavon/NotInUse —device either hasbeensent back to Elavon (suchas a

replacement) oris currentlynotin use

= |Intransit(recordlocationas planned destination)* - Device is beingtransported toa

differentlocation
=  Decommissioned—device has been removed from service

= AnomalyDetected — Device suspected of being tampered with. These devices should be
removed from service and reported to Elavon immediately as per Section 6.1

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 12
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o Serial Number of Unique Identifier —This is the serial number of each device deployed for Secured P2PE.
You can findthe serial number ofthe device in a number of ways

o Serial numbercanbefoundon the underside of the device,as perthe tablebelow

o Onthe email sentto youbyour Fulfilmenthouse

Model Numbers

You can find the model number of each POI device on the front on the device at the bottom of the sceen, abowe
the firstline of keyboard button

ICT250

IPP350

IWL250includes:
e |WL252Bluetooth
o |WL2553G
o |WL258 Wi-Fi

Serial Numbers

IWL250

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 13
© 2021 Elavon Financial Services DAC
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3.1 Installation and connection instructions

Installation

Elavonwillassist you withthe set- up ofyour POI devices, either via an engineer visit or with support by our telephony
team.

YourSecured P2PE devices willbe deployed to you either already pre -configured or will be set up on site by our qualified
engineer. You will be contacted by our chosen fulfilment house, see below, before your devices are dispatched, to
confirmthe delivery date and will advise whether these devices are pre-configured or not.

Fulfilment Houses

e UK-UKPaperRolls
e UK/lreland/Poland - Lantec

Pre-Configured

If your devices are dispatched to you pre-configured, these would have already been fully set up by our chosen
fulfilment house before being delivered to your chosen location. When the devices have been delivered, Elavon’s
technical helpdesk will contact you within 24 hours of delive ry and will advise of the set-up process, ifrequired, you can
contactthe helpdeskto assist with the set-up of your device without waiting for a call and talk you through the on-site
setupprocess. We recommend that you leave your devices inits original tamper evident packaging in a secure location
untilyouarereadyforyourdevicesto besetup

Engineer Install

Forthis methodyour devices willbe delivered to you inthe original tamper evident packaging and the engineer will
install the devices whilst on site

Fordetailedinstallation and connection instructions please visit www.Elavon.co.uk/resource-centre or contact the
Elavon helpdeskonthe numbers below:

e |RL(indudingNorthern Ireland) —1850202120 (option 1)
e UK-0345 850 0195 (option 1)
e POL-2230603 16 (option1)

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 15
© 2021 Elavon Financial Services DAC


http://www.elavon.co.uk/resource-centre

Device Images

Model Image

IPP350

IWL250 series
Includes

¢ |WL251(GPRS)
¢  |WL252 (Bluetooth)
o IWL258 (Wi-Fi)

ICT250

Note: Only PCl-approved POI devices listed in the PIM are allowed for use in the P2PE solution foraccount

data capture.

Physically secure POI devices in your possession, including devices:
=  Awaiting deployment
* Returned to Elavon or otherwise Not in Use
* Waiting transport between sites/locations.

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 16
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3.2 Guidance for selecting appropriate locations for deployed devices

Devices must be deployed in appropriate locations where there is no risk of these being accessed by unauthorised
users. Plan where to put your POl devices and how to keep them secure, you must perform checks on devices at regular
intervalsto ensure thesehave not been tamperedwith.

Items to be Considered:

e Monitorand control publicaccessto POI devices sothat onlythe applicable part of the device (suchas the
PIN Pad) is available to the customer to complete the payment

lace devicesinareassotheycan be monitored by authorised personal to ensure that the regular checks can be
performed as needed

e Locate devicesin environments that reducing risk of unauthorised access with considerations for ensuring
there is adequate lighting, a ppropriate access pathsto the devices to prevent unauthorised personnel from
tampering with the device and there is visible security measures such as CCTV

e Yourdevicesare designedtoonly be usedin attended environmentand must never be used in an Unattended
environment

e Devices must be monitored atall times
e Positionthe device sothere isnomethod of recordingor viewing the customer PIN being e ntered

e Portable (ILW252/IWL258) or mobile devices (IWL255)should be assigned to a member of staffwho will be
responsible for the device during their allocated time. This person will be responsible for ensuring the POI
device(s) are kept safe whilst in their custody and are not left where they can be tampered with by
unauthorised users

e Devices mustbe placedina well-ventilated are on a flat surface and should be away from direct sunlight
e Where feasible, use locking devices to secure your POl devicesin place as well as using, separately purchased,
polesto mountthe customer facing PIN pad.
o Havingapolewill allowthe customer to swivel the PIN padto preventrisk ofs pying
o PIN Pad poles can be purchased from various providers, please ensure any pole purchased is compatible
with your device
o Elavoncustomers have the optionto purchase consumable relateditems from UKPR and can place
ordersvia phone or email, UKPR detailsbelow:

UK/IRE Sales: sales@ukprgroup.com or +44 (0) 1698 843866

POLAND Sales : poland@ukprgroup.com or +48 123953173

e Devicesnotinuseshouldbe storedina secure location with restricted accessto authorised users only

For more information, please refer to, PCl Best Practise Guide V3.0 found onthe www.pdsecuritystandards.org
website

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 17
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3.3 Guidance for physically securing deployed devices to prevent unauthorized removal or
substitution

You should physically secure your POI devicesto prevent unauthorised removal or substitution whilst devices arein
use.

Forcountertop devices (I1CT250 & IPP350);

¢  Mountandsecure the POI devices and cables with | ocking stands, cable trays, and other securing mechanisms
such as space poles.

Forthe IWL250 devices, which cannot be physically secured, you must consider:

e Store thedevicesina secured location with restricted access when notin use

e Assign the device to authorised personal wheninuse

e Ensurethedevices are monitored at all times and that these are not left unattended atanytime
e Ensurethatthe POI devices are signedin and out

Thisincludes the IWL252 Bluetooth/IWL258 Wi-Fi and the IWL255 3G variants
Devices thatarenotin use shouldalso be stored securely with restricted access. This includes devices thatare

¢ Awaitingdeployment
e Undergoing repair
e Awaitingto bereturned to Elavon

You must also verify any couriers or engineers when theyare delivering of POI devices, collecting of POl devices no
longerrequired orattendingyour site to complete repairs to your POI devices. Including;

¢ Verifytheidentity of thecourier/engineer
¢ Refuseaccessto anyunexpectedengineers
e  Escortand monitored authorised engineers atalltimes

P2PE Instruction Manual for PCI P2PE v2.0 PIM Page 18
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4. POI Device Transit

4.1 Instructions for securing POI devices intended for, and during, transit

Elavonwillarrange for POI devicesto be dispatched to your chosen |location(s) ina secured manner, by our chosen
fulfilment house, see below. Elavon will also arrange for the collection of any POI devices that need to be returned to
Elavon.

Fulfilment Houses

e UK- UKPaperRolls
e UK/lIreland/Poland - Lantec

You must not relocate the POl device to any other site(s) yourself. If you do need to relocate a device, please contact
us on the numbers below who will work with you on your requirements and discussthe appropriate next steps:

e |RL(indudingNorthern Ireland) — 1850202120 (option1)
e UK-0345 8500195 (option 1)
e POL-2230603 16 (option1)

I1f you have a faulty POI device or require a hardware re placement, please contact the Elavon helpdesk on the
numbers below

e |RL-1850202120 (Option1)

e UK- 0345 850 0195 (Option 1)
e POL-223060316 (Option1)

If you needto returna POl device to Elavon, please contact us onthe number above to arrange collection. A courier
from ourfulfilment house (see Fulfilment Houses above) will be arranged to attend your site to collect your device(s).
Please ensure the devices are packaged readyfor collection. When the courier attends the site please confirm their
identity before handing over your devices to the courier.

4.2 Instructions for ensuring POI devices originate from, and are only shipped to, trusted
sites/locations

Elavonandits chosen partners will ensure that all POl devicesare not tampered with or compromised before these are
shippedto you ina secured manner.

There are 3 methods of delivery applicable to the P2PE POI devices. These are:

o Engineer-On Site Configuration
o Engineer- Pre-Configured
e CourierDelivery

Elavon will work with you before the devices are deployed to confirm the most suitable method for
POI device deployment.

The pages belowdetail the processes foreach delivery type
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Engineer - On Site Configuration

If you are havingan Engineer-On Site Configuration delivery the engineer will deliver the POI devicesto your chosen
location(s) and will ensure the POl devices are configured, onsite, at the time of delivery.

Priorto the POI devices being dispatched, you will receive an email from our assigned fulfilment houseconfirming:

e Engineervisit

e Date ofdelivery

e The details of your devicesincluding serialnumber(s) and POI device model(s)

e Details ofthe tamper evident packaging and what to check to ensure the device has not been tampered
with duringtransit

The email will come fromthe below addresses, where applicable:

e UK-elavonUKP2PE@ukprgroup.com

e UK- elavonUKP2PE@lantec.eu.com

e |reland-elavonlREP2PE@Iantec.eu.com
e Poland-elavonPOLP2PE@lantec.eu.com

When the engineer arrives onsite, you should check the details of the email, received from our fulfilment house, against
the serial number of the device, locatedon the boxand check the boxforanytamperevidence. Once the checks are
completed, and you are satisfied there is no evidence of tampering, you caninstruct the engineer to proceed with the
installation.

If the serial numbers do not match or there is evidence of tampering you must reject the device and inform Elavon
immediatelyvia the numbers below

e |RL-1850202120 (Option1)

e UK-0345 850 0195 (Option 1)
e POL-223060316 (Option1)

On-Site Replacement — If needed, the engineer may issue you a replacement device whilst on site. If this is the case
they will arrange for this and you will receive a further email, whilst the engineer is on site, confirming the details of
the replacement POl device. You must follow the steps previously outlined to check the serial numbers ofthe POI device
match as well as checking or evidence of tamper

Engineer Pre-Configured

If you are having the ‘Engineer Pre-Configured’ deployment method, your POI devices will be pre-configured by our
engineers, in a secured manner, prior to attending your site. In this instance you will be informed of this via email
confirming that the device has been pre-configured.

Before the POI devices are dispatched to your site(s) the engineer will remove the device from its original packaging
and will configure your POI devices(s). Once configured, the POI devices(s) will be placed within a Tamper Evident
Envelope (TEE) and then inits original box ready for dispatch

You will receive an email fromour assigned fulfilment house, confirming:

e Engineervisitto yoursite

e Date ofdelivery

e The serialnumber & modeldetails of your device(s)
e The Serialnumbers ofthe TEE

The emails will come from the following email addresses:
e UK-elavonUKP2PE@ukprgroup.com
e UK- elavonUKP2PE@lantec.eu.com
e Ireland- elavonIREP2PE@lantec.eu.com
e Poland-elavonPOIP2PFE@|antec.eu.com
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Upon arrival youshould check;

e The serial number of the box(s) match the serial number(s) detailed in the emailyou have previously
received

e The serial number ofthe TEEmatch the serial number(s) provided in the email from the fulfilment house,
as well as ensuring that the TEE has not been opened or torn upon arrival

e The serial number of the POI device, within the TEE, matches the serial number detailed in the email
from received

e Ensurethatthe POI device does not show any signsof tampering such as unexpected cabling exposed
panels. Checkforbroken security sealsand cracks around the device as wellas inspecting for any other
type of damage or tampering.

When you are satisfied there is no evidence of tampering and that the serial numbers match, you can authorise the
engineerto proceed with the on-site set up.

Please note the device’s original packaging, will already be opened in line with the above process, thiswill be acceptable
as longasthe TEE, whichisinside the box, does not showanysigns oftampering

If the serial numbers of the devices donot match that the ones listed in the deployment email, orif you identifyany
signs of tampering do not accept the device and inform the engineerimmediately. In some cases the engineer may be
ableto provide you with a replacement device at the time of delivery, if not that a re placement device will need to be
arranged via the Elavon helpdesk

On-Site Replacement — If needed the engineer may issue you a re placement device whilst on site. If this is the case
they will arrange for this and you will receive a further email, whilst the engineer is on site, confirming the details of
the replacement POI device. You must follow the steps previously outlined to check the serial numbers of the POI device
match as well as checking or evidence of tamper

Courier Delivery

For the ‘Courier Delivery’ deployment method, the POI devices will be delivered to you pre-configured. In order to
complete the pre-configuration, our chosen fulfilment house will configure the device at the fulfilment centre, place
this ina Tamper Evident Envelope (TEE) and then place the configured device inside its original packaging

You will receive an email which will confirm;

e Couriervisitto site

e Date ofthevisit

e  Serial number of device(s)
e Serial numberof TEE

The emails will come from the following email addresses:
e UK-elavonUKP2PE@ukprgroup.com
e UK- elavonUKP2PE@lantec.eu.com
e Ireland- elavonIREP2PE@lantec.eu.com
e Poland-elavonPOLP2PE@Iantec.eu.com

Upon arrival you will be presented with the devices for inspection. You must inspect the packaging and devices
checking:
e The serial number of the device on the box matches the serial number detailed in the email you have
previously received
e The serial number of the TEE matches the serial number listed inthe previous email as well as ensuring that
the TEE has not been opened ortornuponarrival
e The serial number of the device within the TEE matches the serial number detailed in the e mail received as
wellas checkingthatthe device does not showanysigns of tampering such as unexpected cabling exposed
panels. You shouldlookfor broken security seals and cracks around the device as well as inspecting forany
othertype ofdamage or tampering.

Once confirmed you are satisfied there isno evidence of tamperingand thatthe serialnumbers match, you can accept
the delivery.
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Please note the device’s original packaging, will already be opened in line with the above process, thiswill be acceptable
as long as the TEE, whichis inside the box, does not show any signs of tampering

Ifthe serial numbers of the devices donot match that the ones listed in the deployment email, orif you identifyany
signs of tampering donotacceptthe device andinformthe courierimmediately. Please contact Elavon’s helpdesk on
the numbers belowto arrange fora replacement device

e |RL—1850202120 (Option1)

e UK-0345 8500195 (Option1)

e POL-223060316 (Option1)

On-Site Replacement — If needed, the courier mayissue you a replacement device whilst onsite. Ifthisis the case they
will arrange for this and you will receive a further email, whilst the engineer is on site, confirming the details of the
replacement POl device. Youmust follow the steps previously outlined to check the serial numbers of the POI device
match as well as checking for evidence of tamper.

Example Email

Below is an example of the email you will re ceive from our fulfilment house for POI device deployment

“Dear Valued Customer,

We're delighted to confirm that an engineer will be delivering and installing your Point to Point Encryption (P2PE) device(s) on XX-
XX-XXXX

Attached to this email, you will find a spreadsheet containing the key details of your device including the model and serial number
of your device(s).

Please ensure you read this email before the engineer arrives because you will need to follow these instructions for each individual
device before it can be installed.

As part of the P2PE validation process, set out in your P2PE Instruction Manual (PIM), and to ensure your device is secure upon
arrival, there are some mandatory things you will need to check when the device arrives and before it is installed:

1.  The serial number on the device box matches the serial number on the spreadsheet.

2. Check the box for any signs of tampering.

Please refer tothe P2PE Instruction Manual (PIM) for further details including how to identify signs of tampering.

Should there be signs of tampering or the serial numbers do not match you must not accept delivery of the device or allow the
engineer to install itand inform Elavon Customer Services immediately on 0345 850 0195 (option 1).
If you are satisfied that everything is in order the engineer can proceed with the installation of your new device to enable you to

start taking payments.

d{\z Jarort ffff’f’{: —

TR e
Kind reggr

Please note some of the elements of the email will verify depending on the delivery method of your P2PE devices.

These emailswill come fromthe following verified email addresses, pleaseignore emails that do not come fromthese
addresses

e UK -elavonUKP2PE@ukprgroup.com

e UK -elavonUKP2PE @lantec.eu.com

e Ireland-elavonlREP2PE @lantec.eu.com

e Poland-elavonPOLP2PE@Ilantec.eu.com
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Tamper Evident Packaging

Engineer On-Site Configuration deliveries will be deliveredin a box withthe Tamper Evident Sealintact, as
shownbelow

Tamper Evident Seal
I (TES)
WARNING B¢

SEAL DAMALST

Courier Delivery or Engineer Pre-Configured installed POI devices will be ina Tamper

Evident Envelope and then placed withinits original box. Please be advised that the Tamper
Evident Seal of the original box will be broken for these type of installations.

Tamper Evident
Envelope (TEE)

5. POI Device Tamper Monitoring and Skimming Prevention

5.1 Instructions for physically inspecting POl devices and preventing skimming, including
instructions and contact details for reporting any suspicious activity

Additional guidance for skimming prevention on POI devices can be foundin the document entitled Skimming
Prevention: Best Practices for Merchants, available at www.pcisecuritystandards.org.
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Pre-Deployment

When you receive your POI device(s) you must:

e Check the serial numbers of the devices match the serial numbers received inthe previously sente mail

e Perform pre-installation inspection looking for any signs of tampering such as missing screws or unauthorised
3party hardware

e Maintainthe POl device inits originaltamper evident packaginguntil itis readyto be deployed

e Recordthe POl deviceinyourinventorytable as soonas possible

e Create andmaintain of logof authorised users that have access to device(s)

You may also consider weighing the POI devices when they are delivered and confirm the weight against the
manufacturer’s details (below). If you choose to weigh the devices, it is recommended that you weigh each device
periodically to ensure that the weight of your devices remains consistent and that no 3 party objects have been
includedinthe device which mayimpact the weight. If you notice any variances of the device weight, please report this
to Elavonimmediately

Manufacturer Weight

e IPP350-267g
e ICT250-325g
e IWL252/IWL255/IWL258 — 285g

Please be aware that the initial weight of your device may vary to that provided by the Manufacturer but, if you are
comfortable that the device have no evidence oftampering or 3" party objects you can use this initial weight asa base-
line to measure against when the POI devices are weighed again.

Post-Deployment

Once deployed you must perform regular checks on all devicesas per below.

Perform visual inspections weeklyin high-traffic areas and more frequentlyinlocations with | ow-traffic or PIN pad
use.

Inspect everydevice, lookingfor potential signs oftampering, as well as, keepingtrack of any POI device operational
difficultiesthat begin happening ona regular basis. Some examplesof things to lookforindude:

Imagesofthedevicescanbe foundin Section 8 of this document
e Damaged/altered tampersealsorcracks onthe body of the device(s)
e  Missing manufacturer labels
e Deviceis missing screws or screws with damaged heads

e |fyou have chosen toweighthe POl device, weigh the device at periodic intervals ensuring that the weight of
the device(s) matchesthe s pecificationsdefined by the manufacturer. Thisis to identify any foreign objects
thatmayhave beeninsertedinto the devices

e Externalwires—apartfromthe standard power/network (Ethernet) or PSU cable. Please also note the
IPP350 PIN is connected to the ICT250 via a cable

e Holesinthedevice housingorthe addition of labels/stickers or other covering materials that could be used to
maskdamage of the device

e Anunexpected volume of mag-stripe read failures or debitcard declines, this maybe a number of different
cards thatare notable to be processed insequence

e Checktoseeifthereareany3 partyskimming devices around the Chip reader and magnetic swipe (refer to
the Skimming best practice guide as section 5.1)

e Difficultyinsertinga chipandPIN card into the EMV slot
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Checkingforanydevices that are missingor have been re placed without authorisation

®* |fyourdevices displaya flashing tamper warning message ‘Alert Irruption’/'Tamper Detect’ (evenifyou
accidentally trigger tamper mode yourself)

e |fthe serialnumber onthe devicesdoesn’t match boththe serial numberin our emailandthe serialnumbel
onthe box

® |fthe deviceis displayingthe full card numbers on the customer receipts

Please also considerany unauthorised access to the POI devices, including customers and staff members who may
have tampered with the device.

If you notice these listeditems or if you believe that the device(s) may have been compromised:
STOP USING THE DEVICE IMMEDIATELY
DISCONNECT THE DEVICE FROM YOUR POS/NETWORK, BUT DO NOT DISCONNECT THE POWER
Immediately contact Elavonon:

e  |RL-1850202120 (Option1)

® UK-0345 8500195 (Option1)

e POL-223060316 (Option1)
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5.2 Instructions for responding to evidence of POl device tampering

If you have identified any suspicious POl devicesor there is evidence that the packaging of the POI device has been
tampered with (outside of acceptable box opening for Engineer or Courier delivery), follow the instructions below:

e Stop using the POI device immediately

e The POI device must not be deployed or, if in use, removed from service immediately

e ContactElavononthe numbers belowto report the issue

o Elavonwillworkwithyou toreviewtheissue and where needed will arrange for a re placement device

STOP USING THE DEVICE IMMEDIATELY
DISCONNECT THE DEVICE FROM YOUR POS/NETWORK, BUT DO NOT DISCONNECT THE POWER
Immediately contact Elavonon:

e |RL-1850202120 (Option1)

e UK- 0345 850 0195 (Option 1)

e POL-223060316 (Option1)

Replacement

If a replacement is needed Elavon will instruct you on the next stepsand will send a courier to your location to deliver
a new device. The old device will be collected by the courier and returned to Elavon securely. Pleaseensure the
deviceis placed inside its original packaging (ifavailable)and set aside, ina securedlocation, ready for collection.
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5.3 Instructions for confirming device and packaging were not tampered with, and for
establishing secure, confirmed communications with the solution provider

We will deliver your payment device(s) toyour chosen location(s) in one of two ways:

By Courier/Engineer Pre-Configured

If you have beensentyour device by courier, follow these instructions.

a) You will needthe email previously sent to you with details of the POl device(s) and the secured packaging
b) When you POl devices are delivered, the device will be sealed in s pedal outer packaging which has tamper-
evident safeguards - please be aware that the outer boxwillhave already been opened by our secured

engineerand the device will be placed within a sealed Tamper Evident Envelope (TEE)
c¢) Checkthe numberonthe outer box matches the package numberinouremail
d) Ifeverythingis okay, open the outer box

POI Device with TEE in opened box

e) Checkthe serial numberonthe TEE matches the serial numberinouremail
f) Checkthatthesealofthe TEEis closed and that there are noevidence ofripsortearsinthe TEE
g) Ifsatisfied, openthe TEE and remove the POl device

h) Check the serial number on the POI Device matchesthe number on the box and in our email —you will find
the serial number of the POI device on the back orunderside ofthe device

i) Checkthe POl device for evidence of tamper as per Section 5.1
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i) Ifeverythingis ok, you canacceptthedelivery.

k)  You will be contacted bythe helpdesk with 24 hours of device delivery, who will assist you with setting up
your POI device on site and will ensure that the POl devicesare fullyoperational

Faulty Device

Engineer Pre-Configured Method - If you discoverthat your newdevice is not working, please inform the engineer
who willbe ableto assign you a replacement handset usingre placement stock —this re placement will be completed
on site bythe engineer, - please ensure you make a note ofthe new device serial number and the serial number of
the device beingreplaced as part of your Inventory processes

Courier Delivery -Ifyou identifya faulty device please reportthisto the helpdesk on the number listed below

If the packaging has been tampered with orany of the numbers do not match contact Elavonimmediately on the
numbers below

¢ |RL-1850202120 (Option1)

®* UK-0345 8500195 (Option1)
e POL-223060316 (Option1)

Engineer On-Site Configuration
Below are theinstructions to be followed for this deployment method
a) You will need the email we sent to you with details of the devices(s)
b) The engineerwill askyou to verify the POI devices, they have brought, match theonesin our email

c) The boxyou receive yourdevicein will be securelysealed witha Tamper-Evident Security seal.
Examine the seal and the box carefully to be sure they have not been tampered with
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d) Checkthe serial number onthe box matches the serialnumberinthe previously received e mail
e) Ifitmatches, openthe boxandremove the device, breaking the Tamper Evident Securityseal

f)  Checkthe serial number onthe POl device matchesthe numberonthe boxandinouremail, this can be
found onthe back orthe underside of the POI device(s)

g) Ifeverythingisokay, return the POl device(s) tothe Engineer who will complete the on-site installation

h) Ifthe boxorsealhasbeen tampered withoranyof the numbers donotmatch, immediatelyinform Elavon
on;

a. IRL—1850202120 (Option 1)
b. UK-0345 850 0195 (Option 1)

c. POL-223060316 (Option1)

i) Ifyou discoverthatyournew device is not working, please informthe engineer who willbe able to assign
you a replacement handset using re placement stock —this replacement will be completed onsite by the
engineer. Before the engineer deploys the replacement device you willbe sent a new email from our
fulfilment house confirms the details of your new device indudingmodel & serial number. The email will be
received fromthe following address

e UK-elavonUKP2PE@ukprgroup.com
e |reland-elavon|REP2PE@Ilantec.eu.com
e Poland-elavonPOLP2PE@lantec.eu.com
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5.4 Instructions to confirm the business need for, and identities of, any third-party personnel
claiming to be support or repair personnel, prior to granting those personnel access to POI
devices

Elavonwillnotsendanythird partiesto your site to service your devices without previously discussing and agreeing
this with the site directly. If you experience an unplanned visit to your site(s), please contact Elavon immediatelyon
the numbers below. Donot allowthe engineer access to your devices untilyou have liaised with the Elavon helpdesk
and the purpose of the visit has beenvalidated.

If an engineeris required to attend your site to re pair your devices this would have previously beenarranged and
agreed with the appropriate person on site. The date of the visit will also be confirmed when the appointment is
arranged.

When the engineer attendsthe site please ensure you confirm their identity via their appropriate |dentification badge
before allowingthem access to your POl devices

If you are not certain of the identity of the engineer please contact our helpdeskimmediately for confirmation. Do
notallowthe engineerto have access to your devices untiltheiridentification has been verified

e  IRL—1850202120 (Option 1)
e UK-0345 850 0195 (Option 1)
e POL-223060316 (Option1)

If anyone contacts your site to perform any functions onyour POI devices, please donot proceed with the call &
contact Elavononthe numbers above to discussfurther.
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6. Device Encryption Issues

6.1 Instructions for responding to POl device encryption failures

If you suspect your device is notencrypting card numbers correctly, for example; ifa clear-text card numberis
displayed onthe device, the card numberis printed on the transaction re ceipt or passed into another payment
system:

STOP USING THE DEVICE IMMEDIATELY
DISCONNECT THE DEVICE FROM YOUR POS/NETWORK, BUT DO NOT DISCONNECT THE POWER

Immediatelycontact Elavonon:
e |RL-1850202120 (Option 1)
e UK-0345 8500195 (Option1)
e POL-223060316 (Option1)

6.2 Instructions for formally requesting of the P2PE solution provider that P2PE encryption of
account data be stopped

To ensure your continued PCI P2PE compliancy, Elavon’s P2PE solution does not have an option to disable the P2PE
encryption.

If you would like to cancel your Secured P2PE agreement, please liaise with your Account Ma nager.

Please note thatin this instance your devices willneed to be returned to Elavon, which we will arrange collection.
You will also need to work with your chosen QSA to review any additional PCl re quirements

7. POl Device Troubleshooting

7.1 Instructions for troubleshooting a POl device

If you have any problems withyour device, please contact us onthe numbers below where we will assist you with any
troubleshootingissues

Please contact Elavon on:
e |RL-1850202120 (Option1)
e UK-0345 8500195 (Option1)

e POL-223060316 (Option1)
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8. Additional Solution Provider Information

IPP350 Visual Inspection

View of Device

LeN view

Rear View Casing (Closed)
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Rear View (Opened)
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IWL25X Visual Inspection (Includes IWL252/IWL258/IWL255)

Right View Front view Left view

IWL on base
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IWL252 Rear View

Rear View casing closed

Hardware version / Part number

e

Serial Number
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IWL25X Base Unit
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A. Sample Inventory Table
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Device vendor

Device model name(s)
and number:

Device Location

Device Status

Serial Number or other
Unique Identifier
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Elavon Financial Services DAC. Registered in Ireland with Companies Registration Office. The liability of the member is limited. United Kingdom
branch registered in England and Wales under the number BR022122.

Elavon Financial Services DAC, trading as Elavon Merchant Services, is authorised and regulated by the Central Bank of Ireland. Authorised by the
Prudential Regulation Authority and with deemed variation of permission. Subject to regulation by the Financial Conduct Authority and limited
regulation by the Prudential Regulation Authority. Details of the Temporary Permissions Regime, which allows EEA-based firms to operate in the UK
for a limited period while seeking full authorisation, are available on the Financial Conduct Authority’s website.
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